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Abstract 

Social networking has been quickly adapted by the young population as the 

newest online trend, replacing or supplementing communications in the real 

world by diminishing barriers on physical location and time. Nevertheless, 

social networks are subject to all common security vulnerabilities of the web 

with their users being in even greater risk due to the implicit trust that governs 

these virtual communities. Besides the security concerns, privacy concerns 

also exist in social networks due to the vast amount of data that gets collected 

by the providers, allowing them to become digital big brothers. The aim of 

this paper is to investigate the user perceptions of the security and privacy 

risks when interacting with Social Networking Sites (SNS). A set of guidelines 

for social networking users to recognize the threats and to work 

knowledgeably is reported. 

 

Introduction 

Social networking has been quickly adapted by the young population as the 

newest online trend, while there are very strong indications of a rapid growth 

amongst older users as well. The popularity of social networks lies in the 

simple fact that they accommodate the exchange and sharing of information in 

an easy and intuitive manner for social, professional, and educational 

purposes. They even replace or supplement communications in the real world 

by diminishing barriers on physical location and time. 

 

Social networks are subject to all common security vulnerabilities of the web 

with their users being in even greater risk due to the implicit trust that governs 

these virtual communities. For instance, users may show skepticism when 

receiving an email message that encourages them to click on a link or open an 

attachment, which is actually a malicious worm. However, they will click on 

such a link if it came from one of their social network connections. Besides 

the security concerns, privacy concerns also exist in social networks due to the 

vast amount of data that gets collected by the providers, allowing them to 

become digital big brothers. Personal and professional data could be exploited 

for a number of purposes, ranging from harming the system itself to increase 

economic profits via data mining techniques. 



  
 

Social networking, despite the security and privacy issues, represents the next 

generation of the Internet. It is here to stay. The aim of this paper is to 

investigate the user perceptions of the security and privacy risks when 

interacting with SNS. To be more specific, the current study evaluates the 

perceptions of young Cypriots on social networking privacy issues, relative to 

the online activities offered by the various sites. A quantitative approach was 

employed for the purposes of this study, using questionnaires as the main 

method of data collection. Random sampling was used to select the 

participants. Cypriot youth aged 18-45 were the population of the study. The 

data collection process was conducted from October until December 2011. 

The paper discusses the data findings and provides a set of guidelines for 

social networking users to recognize the threats and to work knowledgeably. 

 

Background 

 

The introduction of social networking websites heralded a new age, 

transforming the landscape of interpersonal interactions, information 

transmission, and relationship cultivation in both Cyprus and worldwide. While 

these platforms provide unquestionable convenience and accessibility, they 

have also introduced inherent security dangers such as data breaches, 

cyberbullying, and invasions of personal privacy. This literature study 

examines the changing dynamics of social networking security concerns 

among young Cypriots, critically examining their importance in protecting 

their online presence. 

 

Social Networking Popularity Among Young Cypriots 

Before navigating into the complex arena of security challenges, it is critical to 

understand the popularity of social networking sites among Cyprus's youth. 

According to the Statista Research Department in 2023, a significant Cypriot 

population, 88.56%, actively engaged with social media platforms in 2021, as 

indicated in the figure below. 

 
Among young Cypriots, Instagram, WhatsApp, and Facebook were all well-

liked social media sites. Given this extensive use, it is critical to gauge their 

worries of and understanding about social networking security. 

 

Understanding cybersecurity threats and the specific risks connected with 

social networking sites is essential for protecting personal data. According to a 

study by Papaioannou (2021), while young Cypriots are generally aware of the 



  
 

security dangers associated with social networking, their understanding of 

specific hazards could be improved. This finding is supported by Ahsan et al. 

(2022), who explain that common dangers young people recognize include 

phishing attempts, malware invasions, and data breaches. However, a 

significant knowledge vacuum exists about more complex threats such as 

social engineering strategies and identity theft. 

 

Privacy concerns have risen to prominence in the digital age, resonating 

strongly with young Cypriots. According to a survey by Christodoulides et al. 

(2021), privacy is the top issue among young social media users in 2021. This 

group expressed concerns about illegal data sharing, ubiquitous surveillance, 

and unlawful exploitation of personal information, indicating the importance of 

privacy in today's digital landscape as illustrated in the figure below. 

 
Source: (Tandon and Gupta 2021). 

 

The youth's proclivity to use security measures on social networking sites is 

essential to their cybersecurity expertise. According to Yinal and Banje's study 

(2023), most Cypriot adolescents do not actively secure their internet accounts 

while being aware of the need for security settings and password protection. 

This disparity between awareness and behavioral execution emphasizes the 

importance of closing the knowledge-action gap in social networking security. 

 

Training programs and awareness campaigns in Cyprus have accelerated 

efforts to improve social networking security awareness and practices. 

According to Manca, Bocconi, and Gleason (2021), there is a need for youth-

focused efforts that emphasize the importance of privacy settings and the safe 

use of social media platforms. According to research, these collaborative 

efforts have achieved excellent results, increasing young people's awareness of 

privacy threats and the adoption of security solutions. 

 

Examining the social media platform usage trends of young Cypriots reveals 

their rising security worries. According to a survey conducted by 

Papademetriou et al. (2022), while young people predominantly use social 

media to preserve social relationships, a rising percentage also use these 

platforms for professional networking and educational purposes. This variation 

in usage patterns highlights the growing importance of protecting personal and 



  
 

professional information for this generation. 

 

The link between mental health and social networking security deserves careful 

attention. According to a study by Christou, Theodorou, and Spyrou (2023), 

Cypriot youths who were subjected to online abuse or privacy violations on 

social media platforms reported heightened stress and anxiety levels. It 

emphasizes the critical need to address security concerns to protect the mental 

health of young users. 

 

 

Concluding, given the widespread use of social networking platforms and their 

numerous risks, social networking security has emerged as a top priority for 

young Cypriots. While security issues are recognized, there is still much space 

for improvement in understanding the nuances of these threats and translating 

information into cautious online conduct. The juxtaposition of increased 

privacy concerns and a perceptible gap between apprehension and action 

highlights the complex terrain of social networking security in modern Cyprus. 

  



  
 

Research Methodology 

In order to investigate the user perceptions of the security and privacy risks 

when interacting with social networks, a survey was conducted among Cypriot 

university students. The survey questionnaire1 focused on closed-ended 

questions that addressed factors involving most security services, such as 

authentication, confidentiality, integrity, access control, and privacy. It 

comprised of three sections. Part A collected demographic details, educational 

status, and Internet usage information for the respondent. Part B aimed in 

gathering more information regarding the online activities a responded was 

involved in. Part C examined the perceptions that a social network user has on 

matters involving security risks, profile data disclosure, authentication 

process, privacy settings, privacy, and confidentiality issues. At the end of the 

survey, the respondent was prompted to answer whether or not he/she will do 

anything different after taking the survey. 

 

Questionnaires were collected during the period of October 2021 until 

December 2023, and the survey was conducted through personal interviews to 

assure the highest possible degree of accuracy for the received responses. The 

non-probability quota sampling method was employed with a sample of 109 

users. After the completion of the survey, data from all the questionnaires 



  
 

were coded, compiled, tabulated and analyzed in accordance using SPSS 

(Statistical Package for Social Sciences) computer package. 

 

Data Analysis 

The social network users were 86 and the non-users of social networks were 

23. Starting with the findings for the first two parts of the survey, a total of 

74% of the participants fell in the 18-34 age group, 86% of the respondents 

were listed as university students studied either in Cyprus or abroad, and 73\% 

was using the Internet on daily basis. Surprisingly, all social network users had 

a Facebook account, and approximately 10% also had a Twitter account. It 

seems that Facebook is the dominant social networking site among Cypriot 

university students. When it comes to ways of accessing the social networking 

site, the most popular mean was using a laptop (45%), followed by a desktop 

(33%), and then a mobile phone (18%). The remaining users made use of 

tablets or another device. 

 

The majority of the respondents claimed to be aware of social security risks in 

general (68.6%). However it is alarming that 15.1% is not aware of such risks 

and a percentage of 16.2% does not even know what a security risk is. As a 

follow up question, 32.5% responded positively when asked if they use a 

public machine to logon in a networking site and do not uncheck the "keep me 

logged in" button. Furthermore, 41.8% use the same password to log on to 

various social networking sites. 

 

Figure 1 shows the response distribution for the questions referring to profile 

information and Figure 2 lists the responses for the profile settings. 6.9% of 

the users post their cell phone number on their public profile that is viewable 

at least by their connections and/or strangers. Approximately 40% of the 

respondents are not aware who can view their profile and are not concerned 

who has access to their information. A percentage of 36% is aware of the 

information that third-party applications collect, and 27.9% even claims to 

know how the information is used and stored by such applications. 

 

 

 

Figure 1. Response distribution for profile question set. 



  
 

 

 

Figure 2. Response distribution for profile settings question set. 

 

Figure 3 shows the response distribution for questions that involve a user's 

connections. An impressive 69.7% has accepted connection requests from 

strangers, showing that university students are willing to add into their circle 

users that they don't even know. Furthermore, 73.2% admitted that they click 

on a link posted by friends. 

 

Figure 3. Response distribution for friends question set. 

 

Finally, Figure 4 reflects the replies of the respondents on privacy and other 

security risks. Less than half of the users have read the terms of service 

regarding the social networking site they are using. In addition, only half of 

them are aware of the information that the social network provider is 

collecting. Almost one fifth of the users believed that a third-party application 

is a legitimate application. 



  
 

 

 
 

Figure 4. Response distribution for security risks question asked. 

 

To conclude, it seems that not all users are concerned about privacy, access 

control of their information, storage or distribution of their personal data, 

confidentiality, and authentication. Besides, only 11.6% responded positively 

when asked if they will do anything different after taking the survey. This is 

an indication of lack of security-awareness among the target population, which 

is not always due to ignorance but it could be intentional as well. 

 

Conclusions and Recommendations 

 

SNS has become a very popular means for people to communicate with 

family, friends and colleagues locally and internationally. In addition to the 

benefits from the collaborative approaches promoted by responsible use of 

SNS, concerns on information security and privacy still exist. 

 

Results of the current study show that many of the respondents, even though 

they are aware of security and privacy risks, still create profiles, use computers 

in public places, do not know whether their profiles are blocked, have their 

dates of birth in their profiles, and are ignorant of how their personal 

information will be gathered, used and shared (they have not read the 



  
 

statements of rights and responsibilities). It is evident that the number of 

Internet users is increasing dramatically and it is difficult to find non-Internet 

users. SNS’ popularity is growing dramatically, which is evidenced by the 

volume of users and the amount of personal information that is posted. 

Despite the numerous positive aspects of using SNS, it is also important for 

the users to understand the potential security risks and know what precautions 

to take to protect themselves and their information. 

 

The nature of SNS encourages personal information posting, making users 

acknowledge security and privacy issues by intriguing them to provide more 

information about themselves and their life online than they would do with a 

person face-to-face. It is important for users to realize that posted information 

can be viewed by a broad audience, and could have implications. Clearly, 

security and privacy issues should be a priority for social networkers. Users 

need to be sufficiently informed by easily accessible/understandable privacy 

statements, especially young users soon to join the workforce; they should be 

aware of the potential consequences of posting inappropriate personal data on 

their SNS. Staying safe on a social networking service means recognizing 

security and privacy risks and working knowledgeably within a set of given 

guidelines: Attention must be given on what to reveal through a profile page, a 

bulletin board, an instant message or any other type of online communication 

that would led to exposure to unwanted visitors and/or identity stealing. 

 

The Social Networking world is full of valuable and at the same time useless 

amounts of information. Users should treat any online information, news, 

stock exchange tips, lucky lotto numbers, gossip and many other cautiously. 

Anything users type online can always come back to them, they should always 

be careful and professional, and always think twice before typing. Social 

network services’ privacy guidelines should be read and understood and in 

case the user disagrees with the terms he/she can choose to not to use the 

service. 

 

Finally it can be concluded that social networking sites can be potentially 

useful tools for socializing only if users use them cautiously and think wisely 

before they take any action online. 
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